Introduction
As a direct response to the September 11, 2001 tragedy, we have seen the rapid increase of intelligence studies education programs across the United States.
1 Though many of these programs are not accredited by any organization, the International Association for Intelligence Education (IAFIE) has been discussing and formulating standards for intelligence education. IAFIE was founded in 2004 with the mission of advancing research, knowledge and professional development in intelligence education.
2 Most IAFIE members are intelligence studies trainers and educators. Other members are open source information analysts, and educators who have an interest in intelligence education. For instance, the author of this paper was a science and technology policy analyst, with a duty similar to that of the Library of Congress Congressional Research Service, 3 and is now a library and information science (LIS) educator.
Batty (2005) illustrated the interconnection of intelligence work and information science, and the close relationship between intelligence work and the information professions. 4 Intelligence work follows a cyclical process involving the identification of a customer's requirements/needs, planning/direction, collection, processing, analysis, production, and dissemination. 5 In contrast, LIS work follows an information-transfer cycle involving the creation, acquisition (based on user's requirements/needs), organization/processing, distribution, preservation, access and use of information.
6 Naturally, intelligence work and intelligence education tend to put a great deal of emphasis on intelligence analysis. In contrast, LIS work and education pay much more attention to information processing and knowledge organization. Therefore, it is natural to question the role of information processing and knowledge organization in intelligence work and education.
An intelligence analysis job announcement recently caught my attention since the position had two categories of duties: (1) information collection, cataloging and storage, (2) information analysis for decision-making or recommendation (see Appendix A for the gist of the job announcement). The requirement of information-organization competency made this job advertisement atypical. This discrepancy motivated me to do a preliminary study on the role of information processing and knowledge organization in intelligence work and intelligence education.
The major research questions of this paper are: (1) Is information processing an important part of intelligence work? (2) Are information-processing and knowledge-organization competencies a part of the intelligence education? The first question can be answered by conducting a brief literature review on the nature of intelligence work and the required competencies for intelligence work. The second question can be answered by examining the curriculum and courses of the major intelligence-education programs in the United States.
This study finds that intelligence information processing is a separate step in the traditional intelligence cycle model, but is not a separate course in the studied intelligence education programs in the United States. Knowledge organization is an important part of intelligence analysis, but is not explicitly addressed in any intelligence analysis course description. This study recommends strengthening information-processing and knowledge-organization competencies in the intelligence-education programs in the United States.
In the next section, this paper conducts a brief literature review on the nature of intelligence work and required competencies. In the third section, it introduces the definitions of information processing and knowledge organization for this study, and their roles in intelligence work. In the fourth section, it introduces the methodology of the study, followed by data analysis and findings. Then it discusses benefits and possible challenges of strengthening informationprocessing and knowledge-organization competencies in the intelligence-education programs. Finally, this paper provides the conclusion and limitations of the study.
A Brief Literature Review on the Nature of Intelligence Work and Required Competencies
Strickland (2005) 7 and Clark (2010) 8 introduce the traditional intelligence cycle model, which defines intelligence work as a six-step or five-step process of developing raw information into intelligence product:
• "First, requirements or needs -specification of the intelligence problem, which is provided by an intelligence customer.
• Second, planning and direction -assigning collectors to gather missing bits of information; assigning analysts to do research and write a report on the intelligence problem.
• Third, collection, or gathering of information.
• Fourth, processing -converting raw data into information in a form usable by analysts through methods such as decryption of encrypted signals; translation of foreign language material; validation of responses from HUMINT (note: human intelligence) sources; and various forms of data representation.
• Fifth, analysis -converting the collected and processed information into intelligence or knowledge through "a process of integrating, evaluating, and ascertaining the contextual meaning of the totality of available information."
• Sixth, dissemination -distributing the finished intelligence to the customer in a written report or a briefing."
9
The first step is in Clark's (2010) intelligence cycle model, but not in Strickland's (2005) model, therefore there are two versions of the model. The Central Intelligence Agency (CIA) follows the five-step model, and interprets information processing as a variety of tasks from translating a document to describing a satellite photo. 10 Describing a photo would be considered an information organization task in library and information science.
The Office of the Director of National Intelligence (ODNI) specifies the following technical expertise competencies for intelligence analysis and production:
• "Processing and exploitation capabilities: Demonstrates knowledge of how relevant INTs (note: intelligences) are processed from collection to dissemination and demonstrates knowledge of INT report formats and terminology. Understands capabilities and limitations of information processing and exploitation techniques associated with each INT.
• "Researching: Identifies a need for and knows where or how to gather information. Obtains, evaluates, organizes, and maintains information."
11
In the traditional intelligence cycle model, information processing and exploitation is an individual step, separate from analysis; whereas ODNI specifies both information processing and exploitation, and information organization and maintenance as analysis competencies. Similarly, Johnston (2003) 12 developed a taxonomy of intelligence analysis variables. The systematic variables (see Table 1 ) include information archive (in the second column) and information processing (in the third column). Information processing is also classified as an analytical methodology. Information processing and exploitation is included in the core area of intelligence collection. Therefore, information processing is an important part of intelligence work, and theoretically, information processing is separate from intelligence analysis. However, the Intelligence Community tends to view the processing and organization of information as competencies of intelligence analysis or collection. It is not always clear whether information organization and archiving is included in these competencies. This might be due to the close relationship between information processing and collection/analysis, or the lack of a clear definition for information processing throughout the Intelligence Community.
This section has answered the first research question -whether information processing is an important part of intelligence work. Before studying the second research question -whether information-processing and knowledge-organization competencies are a part of the intelligence education, it is necessary to introduce the definitions of information processing and knowledge organization for this study, and their roles in intelligence work. According to the Oxford English Dictionary online, information processing is "the processing of information (by a machine or an organism) so as to yield new or more useful information."
Definitions of Information Processing and Knowledge Organization and Their Roles in Intelligence Work

15
Information processing techniques or methods are employed to process information to yield new or more useful information. The International Journal of Information Processing & Management, which reports basic and applied research in information science, computer science, and cognitive science, defines information-processing techniques as: information retrieval; knowledge and distributed intelligence; information representation, classification, extraction, filtering and summarization; question answering; information navigation, browsing and visualization; and human-computer interaction in information systems. 16 Since there is no clear definition for information processing in the intelligence field, I need to provide an operational definition in order to answer the second research question. Information processing in the intelligence cycle is defined here as involving data/information representation; information organization, classification, extraction, filtering, summarization, visualization; decryption of encrypted signals; translation of foreign language material; evaluation of information; and distinguishing signal from noise.
Many of these information-processing tasks may be performed by using data/information processing and artificial intelligence software tools. However, effective tools may not be available yet, and therefore, need to be developed. Chen (2005) proposed a need to develop the science of "intelligence and security informatics (ISI)," or "the study of the use and development of advanced information technologies, systems, algorithms, and databases for national security related applications, through an integrated technological, organizational, and policy based approach" 17 in order to deal with the significant information overload problem in law enforcement, criminal analysis, and intelligence communities. Further, Chen and Xu (2006) proposed a research framework addressing the technical challenges facing counter-terrorism and crime-fighting applications, with a primary focus on knowledge discovery from databases (KDD). They identified and incorporated into the framework six classes of ISI technologies: information sharing and collaboration, crime association mining, crime classification and clustering, intelligence text mining, spatial and temporal analysis of crime patterns, and criminal network analysis.
18 Also, Reid (2009a , 2009b , 2011 identified that web mining analysis, using GIS tools, and cataloging (or metadata tagging) are useful competencies for intelligence analysis.
19 Before these information-processing tools are available and are effective enough for their purposes, it is reasonable to assume that some of these tasks will have to be performed by intelligence analysts manually or semi-automatically. Moreover, information-processing tools (such as information filtering, automatic classification, machine translation, automatic speech recognition) may not be particularly effective. As indicated in ODNI's definition of professional tradecraft on information processing and exploitation -understanding "capabilities and limitations of information processing and exploitation techniques associated with each INT" 20 -the tools have limitations. For instance, machine translation is "inaccurate; programming fails with low-literacy languages; (is) easily fooled by code terminology; cannot teach, must be used by experienced educator; … cannot replace humans."
21 These tools may have to be trained by experienced users before being applied; therefore, understanding these information-processing techniques may help intelligence analysts better use the tools.
Knowledge Organization
The other competency to be examined is knowledge organization. The definition of knowledge organization can be borrowed from LIS: activities which use knowledge organizing systems (KOS) to organize documents, document representations, and concepts, and involve the interpretation and analysis of meaning.
22 KOS, according to Zeng (2008), "models the underlying semantic structure of a domain and provides semantics, navigation, and translation through labels, definitions, typing, relationships, and properties for concepts… Examples of KOS include lists, authority files, gazetteers, synonym rings, taxonomies and classification schemes, thesauri, and ontologies."
23
KOS functions include "eliminating ambiguity, controlling synonyms or equivalents, establishing explicit semantic relationships such as hierarchical and associative relationships, and presenting both relationships and properties of concepts in the knowledge models." 24 KOS can be used to understand domain knowledge, and to support knowledge discovery, inference, and knowledge fusion. Being able to organize knowledge and develop KOS may help share domain and application knowledge between intelligence analysts and across intelligence organizations.
KOS can be used to support sensemaking. Sensemaking, according to Zhang, who completed a doctoral dissertation study on this topic, is "the task of creating an understanding of a problem or task so that further actions (such as decision making and problem solving) may be taken in an informed manner ... An important part of sensemaking involves making clear the interrelated concepts and their relationships in a problem or task space."
25 Sensemaking is an important process in intelligence analysis and interpretation. Moore, a senior intelligence professional and educator in the United States, defines intelligence sensemaking as "the processes by which specialized knowledge about ambiguous, complex, and uncertain issues is created… (by) intelligence Sensemakers… (Sensemaking) goes beyond analysis, a disaggregative process, and also beyond synthesis, which meaningfully integrates factors relevant to an issue."
26
During the process of sensemaking, sensemakers extract main concepts and relationships from raw data/information, and put them into a knowledge structure to establish an understanding.
27
KOS, especially semantic networks and ontologies, provides knowledge structures to support sensemaking.
Some part of the sensemaking process can be automated. Information-processing techniques, especially information extraction, information retrieval/filtering, and information visualization, can be used to extract and visualize concepts and relationships. For example, mind maps and concept maps can be used to visualize a set of concepts and their relationships.
28
In intelligence analysis, the process of putting together parts or elements to form a whole -an appropriate model of the target is known as synthesis.
29 Clark (2010) introduces various models used in intelligence analysis. 30 Relationship models (i.e., hierarchy, link, matrix, and network models) used in intelligence analysis can be considered as KOS. Heuer and Pherson (2011) define checklist, network models, mind maps and concept maps as decomposition and visualization tools.
31 Decomposition and visualization are analytic techniques. In the traditional intelligence cycle model, synthesis, decomposition and visualization are all included in the analysis step, therefore knowledge organization competencies are needed in the analysis step.
Since both information-processing and knowledge-organization competencies play an important role in intelligence work, it is natural to ask the second research question -are informationprocessing and knowledge-organization competencies a part of the intelligence education?
Methodology
To answer the second research, this study analyzes the content of the websites for intelligenceeducation programs, as well as the courses available in the representative United States intelligence-education institutions, to see whether information-processing and knowledgeorganization competencies are taught. Spracher (2009 members with an intelligence-education program, and examines their websites to find their intelligence-education programs and courses. There are duplicates in the combined list of institutions. After removing the duplicates, there are a total of 27 intelligence-education institutions in this study. See Appendix B for the complete list.
Data Analysis and Findings
Intelligence-education programs and courses are identified based on their course titles, program requirements or stated elsewhere on their websites. Analysis of the 27 representative intelligence-education institutions and their course subject areas found that many offer intelligence analysis/studies degree/certificate programs (1 doctoral, 11 Master's, 10 Bachelor's, 1 Associate, 23 certificate programs). They also offer degree/certificate programs with major/minor or concentration in intelligence (1 doctoral, 7 Master's, 4 Bachelor's, 3 majors, 5 minors, 9 certificate programs). Both programs have concentrations on both intelligence professional tradecraft and domain areas. Table 2 provides a list of the professional tradecraft, developed by examining these programs and courses. The terms in the taxonomies are directly extracted from those programs and courses, and the hierarchy is developed based on my best understanding of the relationships between the terms. Note that the taxonomy is built based on a bottom-up, data-driven approach and could be incomplete due to the limited sample size. Table 2 shows that information processing has included only three particular components. Moreover, the application of research tools is only included in John Hopkins University's Master of Science in Intelligence Analysis program; cryptologic issues and digital image processing are only included in the National Intelligence University's intelligence related curriculum.
Only two universities (John Hopkins University and Henley-Putnam University) have explicitly or implicitly mentioned any particular intelligence information-processing elements in their intelligence related courses. The Master of Science in Intelligence Analysis program in John Hopkins University has the following objective: "acquire and make use of research tools applicable to the collection and analysis of large volumes of data." 34 This implies that information processing is included in collection and analysis, and is conducted using software tools.
Henley-Putnam University offers the following five courses that have an explicit or implicit component of information processing:
INT 310 Fundamentals of Analysis "The process of taking raw data and obtaining from it intelligence that can be acted upon involves careful analysis and is an integral part of intelligence work. Students will learn various techniques for analyzing raw intelligence, evaluating source credibility, distinguishing 'signal' from 'noise,' and testing hypotheses."
35 Evaluating source credibility and distinguishing "signal" from "noise" are information-processing competencies.
INT 315 Open Source Research
"Students will learn to apply principles of sound research and evaluation to a wide spectrum of source materials… and to interpret the material obtained from them properly, while keeping potentially large amounts of information organized and accessible." 36 This implies that this course teaches information-organization competency."
INT 511 Advanced Analytical Methods "Advanced forms of analysis require the analyst to adroitly handle information from a variety of sources and disciplines, weighing each according to its inherent strengths and weaknesses." 37 This implies that information handling and weighing is a kind of analytical method.
INT 570 All Source Intelligence "Professional analysts also use a variety of linking, modeling and data manipulation or artificial intelligence software packages. In this course, we… remain focused on the need and ability to SYNTHESIZE all of this data…" 38 This course includes both components of information processing and knowledge organization.
INT 521 Advanced Intelligence Collection
"This course teaches all-source intelligence collection methodologies as they relate to satisfying national intelligence requirements… It examines the need for a collection-priorities framework; the concept of an integrated collection strategy; and some of the more sophisticated techniques for collecting, processing and exploiting intelligence information."
39 Information processing and exploitation is included in intelligence collection.
One of the reviewers of this paper suggested examining INT 596 Advanced Intelligence Practicum, since the primary text book of the course is Clark's (2010) Intelligence Analysis: A Target-Centric Approach. This book introduces synthesis and relationship models, which are knowledge-organization competencies. However, the brief description of the course (see below) does not mention "synthesis" or "intelligence models."
INT 596 Advanced Intelligence Practicum "This course concerns the Directorate of Intelligence, in other words, that side of the intelligence community concerned with intelligence collection, vetting, analysis, etc… The student will also learn about the Intelligence Cycle, how intelligence is prepared, and how it is used to inform decision and policy makers…"
40
From the data analysis above, it is found that intelligence information processing is not a separate course in the 27 intelligence-education institutions. It is often, either explicitly or implicitly, included in an intelligence analysis or collection course. Only three universities offer courses that include components of the information-processing competencies. Only one university has been found to offer courses that implicitly include components of the knowledgeorganization competency. This number might have been underestimated since it is not easy to identify the knowledge organization competency from brief course descriptions, and the knowledge organization competency is often included in analytic competencies. 37 Henley-Putnam University, Master's of Science in Intelligence Management, 2011, available at: http://www.henley-putnam.edu/programs/masters/intelligence-management.aspx. 38 Ibid. 39 Ibid. 40 Ibid.
Benefits and Challenges of Strengthening Information-Processing and Knowledge-Organization Competencies
Planning, collection, processing, analysis, and dissemination are all individual steps in the traditional intelligence cycle model. Planning, collection, and analysis are often available as separate courses in the United States intelligence-education programs, while processing is not. The benefit of offering information-processing courses explicitly in an intelligence-education program is that the information-processing competencies are systematically taught and do not rely on the intelligence analysts' talents, especially when the analysts have to process large amounts of data/information and the software tools are not particularly effective. Intelligence analysts are supposed to be educated with all the competencies in the intelligence cycle model. However, it is reasonable to assume that they have stronger competencies of some steps than others. Information processing is a rather technical step, which requires knowledge and skills of computer science, information science, cognitive science, and foreign languages. Intelligence analysts who specialize in information processing understand the strengths and weaknesses of information-processing techniques (such as information retrieval, classification, extraction, filtering and summarization), so are able to use information-processing tools effectively, and may be able to improve those techniques for some specific tasks. In the big data era, intelligence analysts may need to process large amounts of information. Strengthening the informationprocessing competencies of intelligence analysts and agencies may improve their ability to process and organize large amounts of information effectively and efficiently. Intelligenceeducation institutions and their students who are strong in information processing may be able to find a special niche in the intelligence analysis market.
Knowledge organization plays an important role in the analysis step, and its content can be covered in an intelligence analysis course. The United Stated Intelligence Community has already built information sharing and collaboration systems, such as Intellipedia, the Terrorist Indentities Datamart Environment (TIDE), and the Homeland Security Information Network (HSIN). However, these systems provide document libraries and document sharing, 41 instead of KOS (such as relationship models). Intelligence analysts can use these systems to search for documents, but may still need to build models to synthesize information during analysis. It is probably unnecessary to offer a separate course on knowledge organization, but it is beneficial to strengthen the knowledge-organization competency in an intelligence analysis course. The benefit of strengthening the knowledge-organization competency is that intelligence analysts can build KOS to support knowledge sharing, knowledge discovery and fusion between intelligence analysts and across intelligence organizations. Sharing KOS may improve the productivity of intelligence analysts.
Strengthening information-processing and knowledge-organization competencies may pose possible challenges to some intelligence education programs. Adding a course in information processing or strengthening knowledge organization in an intelligence analysis course may require an addition of a faculty member to a program. An alternative is to collaborate with a computer science or library and information science (LIS) department. If the intelligence education program is hosted in the same institution as the computer science or LIS department, course cross-listing may solve the problem. Five LIS education institutions have just started their intelligence analysis programs. 42 They may be in an advantageous position to meet this challenge.
Conclusion, Limitations, and Future Study
Intelligence information processing is an individual step in the traditional intelligence cycle model, separate from intelligence collection and analysis. Though the intelligence community tends to view information processing and organization as competencies of intelligence analysis or collection. The 27 intelligence-education institutions in this study do not offer separate courses on intelligence information processing. Three universities (i.e., National Intelligence University, John Hopkins University, and Henley-Putnam University) offer intelligence analysis or collection courses that, either explicitly or implicitly, include particular components of the information-processing competencies. One university (i.e., Henley-Putnam University) offers advanced courses that implicitly include components of the knowledge-organization competency.
Strengthening the information-processing competencies of intelligence analysts may improve their ability to process large amounts of information effectively and efficiently. Strengthening their knowledge-organization competency may improve their ability to build and share KOS, and so to improve their productivity. It can be an interesting study in the future to examine whether strengthening intelligence-education with information-processing and knowledge-organization competencies actually improves the general performance of intelligence analysts and intelligence agencies.
There are two major limitations in this study. First, the intelligence-education courses were judged by their titles and brief descriptions to determine whether they include informationprocessing and knowledge-organization components. Those brief course descriptions may not introduce the components of information-processing and knowledge-organization competencies at all. Courses are best judged by syllabi, which are not available on the Web. In the future, I plan to make efforts to collect syllabi from the deans and department heads of the intelligence education institutions to overcome the limitation. Second, I do not work in the United States Intelligence Community. The observations made from a Library and Information Science perspective may not accurately reflect the reality of information-processing and knowledgeorganization work and education in the United State Intelligence Community. Collects or receives intelligence data from a variety of sources and prepares the materials for review, cataloging, and storage. Evaluates potential sources of information, and addresses significant gaps in data.
Determines and defines essential elements of information required and the most effective method for carrying out data collection efforts. Plans, coordinates, and/or conducts the collection and analysis of strategic and tactical intelligence in support of criminal investigative activities.
Analyzes intelligence reports and data to make decisions or recommendations. Develops strategies for major areas of uncertainty in domestic and international political, social, or economic policies, trends, or situations.
Plans, develops, organizes, and conducts special research studies providing comprehensive assessments of broad, exceptionally complex, or highly sensitive issues within the assigned area. Develops methods of evaluating the validity, accuracy, and reliability of a broad array and high volume of information, for translation into intelligence relevant to the organization. Analyzes the significance and policy implications of issues in the assigned area.
